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ABSTRACT 

A new algorithm to improve the security of the transmitted data over 

the communication channels is presented in this paper. This algorithm is 

combining Latin square with the modified version of the BB84 Quantum 

Key Distribution protocol. As the order of the Latin square increases, 

then 𝑁(𝐿𝑛), which is the total number of Latin squares of order-𝑛, 

increases quickly. Moreover, the modified BB84 key distribution 

protocol is a secure method to exchange the encryption keys between 

two parties. The reason behind that is that the modified BB84 uses the 

Legendre symbol to generate the quantum key, and it uses the quantum 

channel only to perform the distribution process instead of using both 

channels, classic and quantum, as in the standard BB84 protocol. 

Therefore, the proposed algorithm is secure, reliable and efficient for 

future communications. 

 

 

1. Introduction  
In the past few years, transmitting data over insecure 

communication channels has increased. To keep the 

transmitted data confidential over these channels, 

cryptography is used. Cryptography, which is an 

application of Number Theory, is the method of 

converting the plaintext to a ciphertext known only to 

the two parties ([1] and [2]). Using Latin squares in 

cryptography provides the feature of constructing 

algebraic cryptographical systems because the total 

number of Latin squares 𝑁(𝐿𝑛) of order-𝑛 increases 

quickly with 𝑛, (see [3] and [4]). However, such 

systems become insecure with the technology 

advances. Thus, quantum systems are used in 

cryptography to prevent attackers from breaking the 

encrypted messages.  

In quantum information, the quantum key distribution 

(QKD) is considered to be a secure method to 

distribute the keys between two parties ([5] and [6]). 

The reason behind that is it can detect whether the 

eavesdropper exists when the key distribution process 

is performed. The earliest protocol presented for 

QKD was BB84 in 1984 which uses both quantum 

and classical channels to distribute the keys [7]. 

However, using two channels in the BB84 protocol 

means the execution of the protocol should be 

repeated to reduce the quantum error rate. Without 

repeating the execution makes the quantum error rate 

high, and that leads to terminating the BB84 protocol 

and starting the protocol over again [8]. Starting the 

protocol over again means more time to implement 

the key distribution [8].  

The Legendre symbol is used to improve the security 

of some cryptosystem algorithms including the 

modified BB84 protocol ([8], [9] and [10]). Using the 

Legendre symbol to improve the security of the BB84 

protocol provides the idea of applying two distinct 

BB84 protocols to encode and decode the message 

[8]. Moreover, the modified BB84 protocol uses only 

the quantum channel that makes the execution 

process not repeated if the error rate is exceeding a 

certain limit [8]. In this study, we present the 

construction of a new cryptosystem based on 

combining the Latin squares with the modified BB84 

Quantum Key Distribution. In section 2, we first 

recall the modified BB84 protocol. In section 3, we 

discuss Latin Square and Quasigroup. In section 4, 

we present the proposed algorithm. Finally, we 

provide a conclusion to the study in section 5.  
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2. The Modified BB84 Quantum Key 

Distribution Protocol  
In this section, we recall the modified algorithm of 

the BB84 quantum key distribution protocol that was 

presented in [8]. The modification is based on using 

the Legendre symbol to choose a suitable filter for 

each transmitted photon. The algorithm states that let 

𝑝 be an agreed prime number between the two 

parties, then the polarizing filters (→,↗,↑ and ↖) are 

applied to send a bit string of length (𝑝 − 1).  

Both parties calculate the Legendre symbol (
𝑎

𝑝
), 

where 1 ≤  𝑎 < 𝑝, and they transmit the data based 

on the agreed secret formula, Formula 1. 

(
𝑎

𝑝
) = {

1, {
→, 𝑖𝑓 𝑡ℎ𝑒 𝑏𝑖𝑡 𝑖𝑠 0;

↑, 𝑖𝑓 𝑡ℎ𝑒 𝑏𝑖𝑡 𝑖𝑠 1.

−1, {
↖, 𝑖𝑓 𝑡ℎ𝑒 𝑏𝑖𝑡 𝑖𝑠 0;
↗, 𝑖𝑓 𝑡ℎ𝑒 𝑏𝑖𝑡 𝑖𝑠 1.

… . (1) 

3. Latin Square and Quasigroup 
3. 1 Basic Definitions 

Definition (1) A 𝑛 × 𝑛 matrix of distinct symbols is 

called a Latin square of order-𝑛, and it is denoted by 

𝐿𝑛, if each symbol exactly appears once in each 

column and each raw, (see [3]).  

Example (1) A Latin square 𝐿3 is given below.  
𝑎 𝑏 𝑐
𝑐 𝑎 𝑏
𝑏 𝑐 𝑎

 

Definition (2) A reduced Latin square is a Latin 

square 𝐿𝑛, such that, its first raw and first column are 

in the natural order, (see [11]).  

Example (2) The Latin square 𝐿3 below is in the 

reduced form.  
𝑎 𝑏 𝑐
𝑏 𝑐 𝑎
𝑐 𝑎 𝑏

 

Definition (3) The process of performing one or more 

of the following operations, row permutation, column 

permutation, and symbols permutation on a Latin 

square 𝐿𝑛 is said to be Isotopy. The resulting Latin 

square is called Isotopic to the original Latin square  

[12]. 

Example (3) Suppose we have the two Latin squares 

below, 𝐿1
3  and 𝐿2

3 .  
1 2 3
2 3 1
3 1 2

 
3 2 1
1 3 2
2 1 3

 

Latin squares 𝐿1
3  Latin squares 𝐿2

3  

𝐿2
3  is resulting from 𝐿1

3  after changing the positions of 

the first and third columns; therefore, the two Latin 

squares are Isotopic.  

Definition (4) Let 𝑁(𝐿𝑛) denotes to the total number 

of Latin squares of order-𝑛, then 𝑁(𝐿𝑛) is given as  

𝑁(𝐿𝑛) = 𝑛! (𝑛 − 1) 𝐿𝑅𝑛, 

where 𝐿𝑅𝑛 is the number of reduced Latin squares of 

order-𝑛, (for more information regarding 𝑁(𝐿𝑛) see 

[3] and [11]). 

Definition (5)  A nonempty set 𝑆 with the binary 

operation ∗ is called quasigroup,  which is denoted by 

(𝑆, ∗) if it satisfies the conditions below, (see [13]), 

i. ∀ 𝑟, 𝑠 ∈ 𝑆, then 𝑟 ∗ 𝑠 ∈ 𝑆. 

ii. ∀ 𝑟, 𝑠 ∈ 𝑆, ∃ unique 𝑥, 𝑦 ∈ 𝑆, such that, 𝑟 ∗ 𝑥 = 𝑠 

and 𝑦 ∗ 𝑟 = 𝑠. 

Example (4) Let 𝑆 = ℤ4 = {0, 1, 2, 3}, and let 

𝑥 ∗ 𝑦 = (𝑥+4𝑦) (𝑚𝑜𝑑 4), such that,  
+4 0 1 2 3 

0 0 1 2 3 

1 1 2 3 0 

2 2 3 0 1 

3 3 0 1 2 

Therefore, (𝑆, +4) is a quasigroup.  

Note (1) If the order of the set 𝑆, which is denoted by 

|𝑆|, equals 𝑛, then (𝑆, ∗) form a Latin square of 

order-𝑛. Also, the Isotopy property is an unlimited 

source of quasigroups of order-𝑛.  

3. 2 The Encryption and Decryption Processes 

The encryption process is performed by Bob (the 

sender) as follows, (see [3]): 

1. Given a quasigroup (𝑆, ∗), where |𝑆| = 𝑛. 

2. Convert the message 𝑀 of 𝑛 characters to suitable 

numerical blocks.  

3. A positive number 𝑘 < 𝑛 is chosen.  

4. The encoded message (𝐸𝑀 ) is given as 
𝐸𝑀1 = 𝑘 ∗  𝑏1,        
𝐸𝑀𝑖 = 𝐸𝑀𝑖−1 ∗ 𝑏𝑖 ,

… . (2) 

where 𝑏1 is the 1𝑠𝑡 block, and 𝑏𝑖 is the 𝑖𝑡ℎ block, such 

that, 2 ≤ 𝑖 ≤ 𝑛. Therefore, 𝐸𝑀 = {𝐸𝑀𝑖}𝑖=1
𝑛  is the 

encoded message, and it is sent to Alice.  

The decryption process is performed by Alice as 

follows, (see [3]):  

1. Alice constructs a quasigroup (𝑆, ∘) by using 

Formula (3). 

𝑟 ∘ 𝑠 = 𝑡 ⟺ 𝑟 ∗ 𝑡 = 𝑠, … … (3) 

where 𝑟, 𝑠, 𝑡 ∈ 𝑆. 

2. Alice uses Formula (4) for the decryption process. 
𝑏1 = 𝑘 ∘ 𝐸𝑀1,                                       
𝑏𝑖 = 𝐸𝑀𝑖−1 ∘ 𝐸𝑀𝑖 ,   𝑖 = 2, 3, ⋯ , 𝑛,

… . (4) 

where 𝑘 is the same as in the encryption process. 

Therefore, the original message is recovered. 

4. The Proposed Algorithm 
4.1 Theoretical Part  

The proposed algorithm is based on combining the 

Latin square with the modified algorithm of the BB84 

protocol as shown in Figure 1. Both Bob and Alice 

agree on choosing a prime number 𝑝. 

The Encryption Process 

1.  Be calculates the Legendre symbol (
𝑎

𝑝
), where 

 1 ≤ 𝑎 < 𝑝. 

2. By Formula (1), Bob sets the suitable filter 

(↑, →, ↖ or ↗) for each transmitted bit of the quantum 

key 𝑄𝑘. 

3. Bob considers a quasigroup (𝑆, ∗), where |𝑆| =
𝑛. 

4. Bob chooses a positive number 𝑘, such that, 

𝑘 < 𝑛. 
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5. Bob converts the message 𝑀 to a numerical form 

based on ASCII code and then to suitable blocks. 

6. Using Formula (2), Bob finds the encoded 

message 𝐸𝑀 = {𝐸𝑀𝑖}𝑖=1
𝑛 .  

7. Bob applies the operation XOR on the binary 

form of 𝐸𝑀 with 𝑄𝑘 to get the ciphertext 𝐶, which 

will be sent to Alice.  

Note (2) (𝑆, ∗), 𝑝 and 𝑘 are shared secretly with 

Alice. 

The Decryption Process 

1. Alice calculates the Legendre symbol (
𝑎

𝑝
), where 

 1 ≤ 𝑎 < 𝑝. 

2. From Formula (1), Alice uses suitable filters to 

find 𝑄𝑘. 

3. Alice applies XOR operation on 𝐶 and 𝑄𝑘 to get 

the encoded message 𝐸𝑀 = {𝐸𝑀𝑖}𝑖=1
𝑛 . 

4. By Formula (3), Alice constructed the quasigroup 

(𝑆, ∘). 

5. Alice finds the original massage 𝑀 by Formula 

(4).  

4. 2 Practical Example 

 For simplicity, suppose that Bob and Alice choose an 

agreed prime number 𝑝, say 𝑝 = 29. Then, Bob 

calculates the Legendre symbol. By using Formula 

(1), Bob sets the suitable filter for each bit of the 

quantum key 𝑄𝑘 as shown in Table 1.  
 

Table 1: The quantum key using the Legendre symbol 

along with the used filters. 

𝑎 (
𝑎

𝑝
) 𝑄𝑘 Polarization Filter 

1 1 1 ↑ 

2 -1 0 ↖ 

3 -1 0 ↖ 

⋮ ⋮ ⋮ ⋮ 
26 -1 1 ↗ 

27 -1 0 ↖ 

28 1 0 → 
 

Now, suppose that the quasigroup of order 4 with the 

operation ∗ is given as 
∗ 0 1 2 3 

0 2 0 3 1 

1 1 3 0 2 

2 3 1 2 0 

3 0 2 1 3 
 

Bob chooses an agreed number 𝑘, such that 𝑘 ∈
{0, 1, 2, 3}, say 𝑘 = 1.  
Now, if Bob wants to send the plaintext 𝑀 = ccbda to 

Alice, firstly, Bob converts the plaintext to a 

numerical form as ccbda ⟶ 22130 and into blocks as 

2 2 1 3 0. To encode the blocks, Bob uses the 

Formula (2), then 
𝐸𝑀1 = 1 ∗ 2 = 0 

𝐸𝑀2 = 0 ∗ 2 = 3 

𝐸𝑀3 = 3 ∗ 1 = 2 

𝐸𝑀4 = 2 ∗ 3 = 0 

𝐸𝑀5 = 0 ∗ 0 = 2 

Therefore, the encoded message is 𝐸𝑀 = 03202, and 

the binary form of it is given as 

00000 00011 00010  00000 00010 

Now, Bob applies the operation XOR on 𝐸𝑀 and 𝑄𝑘 

as shown in Table 2 to get the ciphertext. 

 

 
 

Table 2: 𝐄𝐌 XOR 𝐐𝐤 
Encoded 
Message 

00000 00011 00010 00000 00010 

Quantum Key 10010 11010 11001 01001 11101 

Ciphertext 10010 11001 11011 01001 11111 

Therefore, the ciphertext 𝐶 is 

1001011001110110100111111, and it will be sent to 

Alice.  

After receiving the ciphertext, Alice calculates the 

Legendre symbol. By Formula (1), she uses the 

Legendre symbol along with the suitable filter to find 

the quantum key 𝑄𝑘, (see Table 1). Also, she applies 

the XOR operation on 𝐶 and 𝑄𝑘 to get the encoded 

message as shown in Table 3.   
 

Table 3: The 𝑪 XOR 𝑸𝒌 
Ciphertext 10010 11001 11011 01001 11111 

Quantum Key 10010 11010 11001 01001 11101 

Encoded Message 00000 00011 00010 00000 00010 
 

Alice now converts the resulting string to decimal to 

get  𝐸𝑀 = {0, 3, 2, 0, 2}. Then, by Formula (3) the 

quasigroup (𝑆, ∘) is constructed. That is,  
 

∘ 0 1 2 3 

0 1 3 0 2 
1 2 0 3 1 

2 3 1 2 0 

3 0 2 1 3 

By Formula (4) and 𝑘 = 1, then 

𝑏1 = 1 ∘ 0 = 2 

𝑏2 = 0 ∘ 3 = 2 

𝑏3 = 3 ∘ 2 = 1 

𝑏4 = 2 ∗ 0 = 3 

𝑏5 = 0 ∗ 2 = 0 

Thus, the string 22130 is converted to the plaintext 

𝑀 = ccbda.  
 

 
Fig. 1: The structure of the proposed algorithm 
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5.  Conclusions 
A new algorithm to enhance the security of the 

transmitted data over the communication channels is 

proposed in this paper. This algorithm is constructed 

by using the modified BB84 protocol and Latin 

square. The modified BB84 protocol is a secure 

method to distribute the encryption keys between two 

parties because it generates the quantum key based 

on the Legendre symbol, and it uses only the quantum 

channel to distribute the keys. Moreover, as 𝑛 , which 

is the order of the used Latin Square, goes larger, then 

the total number of Latin squares 𝑁(𝐿𝑛) of order 𝑛 

goes larger. That is, a huge number of Latin squares 

(quasigroups) is generated, and this makes it harder 

for the attackers to break the transmitted data. 

Therefore, combining the modified BB84 protocol 

along with the Latin square provide a high level of 

security to the proposed algorithm.  
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 توزيع المفتاح الكميالمعدل ل BB84بروتوكول ال على المربع اللاتيني و يعتمدهجين  نظام تشفير
 حمزة بركات حبيب ، وضاح عبد الاله حسين ، أسماء خوام عبد الرجمن

 العلوم , جامعة ديالى ، ديالى , العراقكلية 
 الملخص

والةاييمة في  ذي ا الث يم تيم ت يديم موارجمييية جدسيد  لت ايسي نميي الرياةياب المراييلة صرير  ةيواب اهتاياوا  تجميب ذيي م الموارجميية ريسي المر يب ال تسةي  
مر عيياب للواليي ه ذييو العييدد ال ليي   ,𝑁(𝐿𝑛)فيي ي  ,ال تسةيي مييب جييياد  رتثيية المر ييب ا ث سييم اةيي  توجيييب الماتيياك ال ميي ل  BB84مييي رروتوكييوو  المعدليية

توجييب الماتياك يري ية ةمةية لتثيادو ماياتيف التيياسر ريسي لالمعيدو  BB84ص و  صلى  لك ، يعد رروتوكوو  سجداد ثارصة فائ ةا  ,𝑛ال تسةية  اب الرتثة 
عملييية التوجيييب ل يييام ثلتولسييد الماتيياك ال ميي ، وياييتمدم ال ةييا  ال مييية ف يي  ل Legendreالمعييدو ياييتمدم رمييج  BB84يييرفسيا الاييرا وراك  لييك ذييو ني 

لي لك ، في ي الموارجميية الم تر ية ةمةية ومو و ية  الأصتييادها BB84ردهً مي ااتمدام كلتا ال ةاتسي، ال  ايكية وال مية، كما ذو ال ياو في  رروتوكيوو 
 وفعالة ل تااهب المات رليةا
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